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Importcmt Concepts (1 of 2)%

Confidentiality: only sender, intended receiver
should “understand” message contents

arsender encrypts message
arreceiver decrypts message

Authentication: sender and receiver want to
confirm identity of each other

Trust: sender and receiver must have
confidence in system and its maintainers

Important Concepts (2 of 2)*

Message Integrity / Data Protection: sender and
receiver want to ensure message not altered
(in transit, or afterwards) at least without
detection

Access and Availability: services must be
available to users (through the system) and
users must be able to use the system

Access Control / Authorization: only specific
people (or agents) can use the system
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